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1. Cloud Computing 
– The What & Why



Key Definitions

Cloud

• The “cloud” in cloud computing is defined as the set of 
hardware, networks, storage, services, and interfaces that 
combine to deliver aspects of computing as a service.

Cloud services

• Cloud services include the delivery of software, infrastructure, 
and storage over the Internet (either as separate components 
or a complete platform) based on user demand. 



Key Definitions

Access
• Access to the cloud is generally provided via multiple technologies (Internet or other) and 

services can include processing, storage, access to applications and business processes. 

Cloud participants
• The end user who doesn’t have to know anything about the underlying technology of the 

cloud.

• Enterprise management who are responsible for the management of data or services 
living in a cloud. 

• The cloud service provider who is responsible for IT assets and maintenance and for 
providing the services as per service level agreement.



Cloud Computing Fundamentals
• On-demand self-service—Computing capabilities can be provisioned 

without human interaction from the service provider.

• Broad network access—Computing capabilities are available over the 
network and can be accessed by diverse client platforms.

• Resource pooling—Computer resources are pooled to support a 
multitenant model.

• Rapid elasticity—Resources can scale up or down rapidly and, in some 
cases, automatically, in response to business demands.

• Measured service—Resource utilization can be optimized by 
leveraging charge-per-use capabilities.



Computing Service Delivery and Deployment Model



Cloud Deployment Models
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With cloud computing, users 
can remotely store their data 

into the cloud and use on-
demand high-quality 

applications

Using a shared pool of 
configurable computing 

resources

Data outsourcing: users are 
relieved from the burden of 

data storage and 
maintenance

When users put their data 
(of large size) on the cloud, 

the data integrity protection 
is challenging

Enabling public audit for 
cloud data storage security is 

important

Users can ask an external 
audit party to check the 

integrity of their outsourced 
data
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What can users do with Cloud Computing

Cloud network

data
user

user

user

External Audit party
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2. Cloud Computing 
– The How



Cloud 
Computing:
Key Result 

Areas
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Cloud Computing: Key Areas
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How to Migrate to the Cloud? 

• Consider the current IT environment in deciding the right cloud strategy.

• Based on the above, determine the best starting point. 

• For example: 
• Implement Infrastructure as a Service so that incremental storage capacity to support 

a new business initiative. 

• Use Platform as a Service to limit the capital expenses needed to develop a new 
application. 

• Add Software as a Service such as a Customer Relationship Management (CRM) 
service to support critical sales efforts without having to expand internal resources. 

• The client may need Business Process as a Service such as a supply chain service on 
demand to support a pilot test of a new line of business. 
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3. Cloud Computing 
– Security



Cloud 
Delivery 

Models and 
Risks
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Risks of Cloud Computing

Greater dependency on third parties:

• Increased vulnerabilities in external interfaces

• Increased risks in aggregated data centers

• Immaturity of the service providers with the potential for service provider 
going concern issues

• Increased reliance on independent assurance processes

Increased complexity of compliance with laws and regulations:

• Greater magnitude of privacy risks

• Transborder flow of personally identifiable information

• Affecting contractual compliance



Cloud Computing: Challenges to Consider

• Data location

• Commingled data

• Security policy/procedure 
transparency

• Cloud data ownership

• Lock-in with Cloud Service 
Provider Proprietary APIs

• Record protection for Forensic 
Audits

• Identity and Access 
management (IAM)

• Screening of other cloud 
computing clients

• Compliance requirements

• Data disposal

• Portability

• Cloud Service Provider Viability

• Backup and rollout capabilities
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Key 
Questions to 
Consider for 

Risk 
Assessment 

of Cloud 

• What is the enterprise’s expected 
availability?

• How are identity and access 
managed in the cloud 
environment?

• Where will the enterprise’s data 
be located?

• What are the CSP’s disaster 
recovery capabilities?

• How is the security of the 
enterprise’s data managed?

• How is privileged user access to 
data managed?

• How is the enterprise’s 
information protected from user 
abuse?

• What type of isolation can the 
enterprise expect?

• How is the enterprise’s 
information secured on a 
virtualized environment?

• How is the entire system 
protected from Internet 
threats?

• How are activities monitored 
and audited?

• How will the enterprise ensure 
that no one has tampered with 
its data?

• What type of certification or 
assurances can the enterprise 
expect from the provider?
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Cloud Computing Risk Map



4. Cloud Computing 
– Audit



Cloud Computing and Role of Auditors

Auditors must 
understand 

concepts of CC: 

Impact of CC 
on Auditors: 

• Operations and Implementation, 

• Service offerings, 

• Deployment models; and

• Impact on Security, Risks and 
Controls

• Assurance 

• How services can be provided to 
clients by accessing relevant 
data at client offices or 
remotely?

• How services can be provided in 
their own office using CC?
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Cloud Migration Roadmap

• What is the business vision and who will 
own the initiative?1. Vision

• What needs to be done and what are the 
risks?2. Visibility

• Who is accountable and to whom?3. Accountability

• How will it be monitored and measured?4. Sustainability



Cloud Enterprise Risk Management (CERM)
Governance Checklist



How to Review the Strategy 
Used for Implementing Cloud Computing

• Are the technology and application 
architecture mapped for the cloud?

• Is a list of services which can be provided 
using cloud computing prepared and 
analysed?

• What are the services which can be offered 
using cloud computing?

• What are the risks of cloud deployment 
and have these been mitigated by 
implementing right risk mitigation 
strategy?

• Based on the risk assessment, how to 
determine and implement the right cloud 
computing strategy for the enterprise?

• Has the cost benefit analysis of offering 
the services via the cloud computed?

• What services could be outsourced versus 
what can be built internally?

• Which Cloud delivery model is appropriate 
for the enterprise? 

• How to ensure the quality, timeliness and 
availability of the services are managed?

• How to protect IT investments now and in 
the future?

• How to manage the cloud environment?
• What are the compliances and whether 

these are adhered to through Service Level 
Agreement?

• How to ensure privacy, security and 
availability of the data?
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ISACA Publications on Cloud Computing
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Controls and Control Objectives  for Cloud Deployment - Examples
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Controls and Control Objectives for Cloud Deployment - Examples
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Sample Audit Report
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Sample Audit Report
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Sample Audit Report
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With Ready to Use Checklist in Excel



Key Concepts to Take Away

• Successful cloud implementation requires that enterprises work with legal, security and audit professionals to ensure 
that the appropriate levels of security and privacy are achieved. 

• In migrating to cloud, consider not only the cost savings but also assess the potential risks and ensure that these risks 
are mitigated. 

• Based on the potential cost savings and risk mitigation strategy, enterprises can make better decision on what cloud 
platform to choose and how these services will be offered.

• Auditors should conduct BIA and risk assessments to inform business leaders of potential risks to their enterprise. 

• Auditors can provide independent assurance by evaluating whether the required controls have been implemented. 

• The challenge for auditors is to understand how cloud computing works, related risks, security and controls. 

• Use Global best practices like COBIT 2019 to provide Assurance and Consulting services.
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The Seven+ Seven Ps for being 
Successful as a Professional and in Life

1. Passionate Action
2. Pro active Approach
3. Possibility Thinker
4. Principle Oriented
5. Potential Explorer
6. Problem Solver
7. Peaceful Mindset

1. Purpose Oriented
2. Patient Perseverance
3. Planning in advance
4. Pleasant Demeanor
5. Pragmatic Thinking
6. Positive Thinker
7. Pleasing Personality
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