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1. Cloud Computing
— The What & Why



Rey Definitions

Cloud

e The “cloud” in cloud computing is defined as the set of
hardware, networks, storage, services, and interfaces that
combine to deliver aspects of computing as a service.

Cloud services

e Cloud services include the delivery of software, infrastructure,
and storage over the Internet (either as separate components
or a complete platform) based on user demand.




Rey Definitions

e Access to the cloud is generally provided via multiple technologies (Internet or other) and
services can include processing, storage, access to applications and business processes.

Cloud participants

e The end user who doesn’t have to know anything about the underlying technology of the
cloud.

e Enterprise management who are responsible for the management of data or services
living in a cloud.

e The cloud service provider who is responsible for IT assets and maintenance and for
providing the services as per service level agreement.



Cloud Computing Fundamentals

* On-demand self-service—Computing capabilities can be provisioned
without human interaction from the service provider.

* Broad network access—Computing capabilities are available over the
network and can be accessed by diverse client platforms.

* Resource pooling—Computer resources are pooled to support a
multitenant model.

e Rapid elasticity—Resources can scale up or down rapidly and, in some
cases, automatically, in response to business demands.

* Measured service—Resource utilization can be optimized by
leveraging charge-per-use capabilities.



Computing Service Delivery and Deployment Model

Figure I}—Eluud Computing Service Delivery and Deployment Model
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Cloud Deployment Models

Figure 4—Cloud Deployment Models

Deployment Model Description

Private cloud * Operated solely for one enterprise
* May be managed by the enterprise or a third party
* May exist on- or off-premise

Public cloud * Made available to the general public or a large industry group
* Owned by an organization selling cloud services

Community cloud * Shared by several enterprises
* Supports a specific community that has a shared mission or interest

* May be managed by the enterprises or a third party
* May reside on- or off-premise

Hybrid cloud A combination of two or more cloud deployment modeds (private, community or
public) that remain unique entiies, but are bound together by standardized or

proprietary technology that enables data and application portability, e.g., cloud
bursting for load balancing between douds




- The "Cloud” Story IS Stralghtforward
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What can users do with Cloud Computing
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With cloud computing, users
can remotely store their data
into the cloud and use on-
demand high-quality
applications
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When users put their data
(of large size) on the cloud, cloud data storage security is audit party to check the
the data integrity protection important integrity of their outsourced
is challenging data

Data outsourcing: users are Enabling public audit for Users can ask an external
relieved from the burden of
data storage and

maintenance

Cloud network
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6 Core Questions About the “Cloud’...

Which app/service candidates should be moved to the cloud?
What is the TCO of services leveraging internal vs. external cloud?
How to price | T services delivered via a virtual private cloud (VPC)?
How do my IT service costs (& prices) compare to 3™ parties?
How to deliver fair and accurate showback; including shadow IT?

How to effectively plan capacity to meet business demand?
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Why Cloud Computing?

Changes how we invent, develop,
deploy, scale, update, maintain, and pay
for applications and the infrastructure on
which they run.




Cloud Computing Benefits from the provider

Efficiency

Agility

Speed

Flexibility

Ubiquity

Cost avoidance

Accelerated innovation

Drives cost out of the delivery of services, eliminating capital
expense in favor of more easily managed operating expense

Increases speed and agility in deploying services,
adapting to seasonal or cyclical computing needs

Shortens implementation cycle time

With application deployment decoupled from server
deployment, applications can be deployed and scaled
rapidly, without having to procure physical servers

Applications can be made available anywhere, any time

Minimizes the risk of deploying physical infrastructure,
lowering the cost of entry, thin devices enable Green IT

Reduces run time and response time, increasing the pace
of innovation
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2. Cloud Computing
— The How



Cloud
Computing:

Key Result
Areas

Cloud is an Ecosystem

Organization

Technology

Skills

Process
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Cloud Computing: Key Areas

Business processes
Different workloads
Audit requirements
SLAs

Compliance
Latency

Bandwidth

Security procedures
Risk mitigation

Legal exposure

Legacy apps

Staff skills

Competitive differentiators
Uptime needs

Cost focus

Industry partnerships

Legal requirements
Government mandates
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How to Migrate to the Cloud?

* Consider the current IT environment in deciding the right cloud strategy.
* Based on the above, determine the best starting point.

* For example:
* Implement Infrastructure as a Service so that incremental storage capacity to support
a new business initiative.
* Use Platform as a Service to limit the capital expenses needed to develop a new
application.
* Add Software as a Service such as a Customer Relationship Management (CRM)
service to support critical sales efforts without having to expand internal resources.

* The client may need Business Process as a Service such as a supply chain service on
demand to support a pilot test of a new line of business.



3. Cloud Computing
— Security



Figure 1.1—Cloud Security Alliance Cloud Computing Service
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Risks of Cloud Computing

Greater dependency on third parties:

\3

¢ Increased vulnerabilities in external interfaces
* Increased risks in aggregated data centers

e Immaturity of the service providers with the potential for service provider
going concern issues

e Increased reliance on independent assurance processes

Increased complexity of compliance with laws and regulations:

\3

e Greater magnitude of privacy risks
e Transborder flow of personally identifiable information
e Affecting contractual compliance



Cloud Computing: Challenges to Consider

e Data location * |[dentity and Access

» Commingled data management (IAM)

* Screening of other cloud

e Security policy/procedure , ,
computing clients

transparency

* Cloud data ownership * Compliance requirements

e Lock-in with Cloud Service * Data disposal

Provider Proprietary APIs * Portability
* Record protection for Forensic * Cloud Service Provider Viability
Audits .

Backup and rollout capabilities



Security, Privacy and Compliance

What kind of data will be in the cloud?
Where do the data subjects reside?
Where will the data be stored?

How 1s the data secured?

Where are the servers?

Will the data be transferred to other locations and, If so,
when and where?

Will the data be commingled?

Can certain types of data be restricted to particular
geographic areas”?

s there a compliance plan for cross-border data transfers?




Security, Privacy and Compliance

. Cloud Relationships
Who will be actually storing, processing or transmitting Customer data?

Does the Cloud provider have rights in its subcontracts to permit compliance
with the Customer's confract?

Does the Cloud provider impose obligations on its subcontractors identical or
similar to those imposed on it in the direct contract?

How strong is the Cloud provider's vendor management program/controls?
Security Assessment
Written vendor management program/process

Security as extension of internal security (e.g. matching controls; compliance
with internal policies)

“Reasonableness” (foreseeability and risk reduction)

Compliance with standards (e.g., general standards; industry & peer
standards; internal policies)




Key
Questions to
Consider for

Risk
Assessment

of Cloud

* What is the enterprise’s expected
availability?

* How are identity and access
managed in the cloud
environment?

* Where will the enterprise’s data
be located?

* What are the CSP’s disaster
recovery capabilities?

* How is the security of the
enterprise’s data managed?

* How is privileged user access to
data managed?

* How is the enterprise’s
information protected from user
abuse?

* What type of isolation can the
enterprise expect?

* How is the enterprise’s
mformatlon sec;ured ona
virtualized environment?

* How is the entire system
protected from Internet
threats?

* How are activities monitored
and audited?

* How will the enterprise ensure
that no one has tampered with
its data?

* What type of certification or
assurances can the enterprise
expect from the provider?
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Cloud Computing Risk Map

Figure 3—Cloud Computing Risk Map
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4. Cloud Computing
- Audit



Cloud Computing and Role of Auditors

e Operations and Implementation,

Au d |t0 r's mu St e Service offerings,
un d erstan d * Deployment models; and

e Impact on Security, Risks and

concepts of CC:  omros

e Assurance

* How services can be provided to
clients by accessing relevant

I m pa Ct Of CC data at client offices or

remotely?

on Au d |t0 IS. e How services can be provided in

their own office using CC?
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Cloud Migration Roadmap

e What is the business vision and who will

1. Vision own the initiative?

|
p VISIbI|Ity riV\éI;Z\E?needs to be done and what are the

||

Yol olo [T[7 11+ 1 [1A"A - Who is accountable and to whom?

N\

VIS =[] o J1[1AYAM * How will it be monitored and measured?
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Cloud Enterprise Risk Management (CERM)
Governance Checklist

Figure 42—Cloud-related Questions for the Board of Directors to Consider

Cloud Enterprise
Risk Management Topic

Comment/ Responsible Last Update Last Rewview

Response Role/Name Date Date

What level of consideration has
management given to adopting cloud
computing, and what is management’s
current position on this area’?

Who in management is responsible
for understanding and managing the
business risk associated with cloud
computing?

What are competitors doing with cloud
computing solutions™?

Does management have effective
processes in place to monitor cloud
computing adoption and usage’?

What would be the impact of cloud
computing to management’s overall
intermnal control structure (improved,
unchanged or diminished)?

Does management have the

skills required to understand the
complexities associated with cloud
computing?

Are cloud computing initiatives aligned
with the enterprise’s risk appetite?




How to Review the Strategy
Used for Implementing Cloud Computing

Are the technology and application
architecture mapped for the cloud?

Is a list of services which can be provided
using cloud computing prepared and
analysed?

What are the services which can be offered
using cloud computing?

What are the risks of cloud deployment
and have these been mitigated by
implementing right risk mitigation
strategy?

Based on the risk assessment, how to

determine and implement the right cloud
computing strategy for the enterprise?

Has the cost benefit analysis of offering
the services via the cloud computed?

What services could be outsourced versus
what can be built internally?

Which Cloud delivery model is appropriate
for the enterprise?

How to ensure the quality, timeliness and
availability of the services are managed?

How to protect IT investments now and in
the future?

How to manage the cloud environment?

What are the compliances and whether
these are adhered to through Service Level
Agreement?

How to ensure privacy, security and
availability of the data?



ISACA Publications on Cloud Computing

An ISACA .
Emerging Technology
White Paper P T——
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Cloud Computing: Business Benefits h’
With Security, Governance and
Assurance Perspectives
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Controls and Control Objectives for Cloud Deployment - Examples

Cloud Computing COBIT Control Objectives | 1aas | Paas | saas
COBIT Domain: Deliver and Support (DS) (cont.)
DS4.9 Offsite Backup Storage OoA|Me alme a

Store offsite all critical backup media, documentation and other IT
resources necessary for IT recovery and business continuity plans.
Determine the content of backup storage in collaboration between
business process owners and IT personnel. Management of the offsite
storage facility should respond to the data classification policy and the
enterprise’s media storage practices. |T management should ensure
that offsite arrangements are periodically assessed, at least annually,
for content, environmental protection and security. Ensure compatibility
of hardware and software to restore archived data, and periodically test
and refresh archived data.

Comment: The customer must contractually mandate appropriate
backup storage policies and where possible, obtain physical
control over copies of customer backup storage.

DS4.10 Post-resumption Review H e A | H® Ao |He ..
Determine whether IT management has established procedures
for assessing the adequacy of the plan in regard to the successful
resumption of the IT function after a disaster, and update the

plan accordingly. Cloud Deployment Legend
Comment: The post-resumption review needs to analyse the High Priority  Lower Priorit
effectiveness of the CSP and customer staff and process Pl i 0
In addition, it has to evaluate whether the CSP has the al pg N 0

and resources to manage the customer's data and recov

needs. Hybrid A A 32




Controls and Control Objectives for Cloud Deployment - Examples

DS5 Ensure Systems Security

The need to maintain the integrity of information and protect IT assets requires a security
management process. This process includes establishing and maintaining IT security roles

and responsibilities, policies, standards, and procedures. Security management also includes
performing security monitoring and periodic testing and implementing corrective actions for
identified security weaknesses or incidents. Effective security management protects all IT assets to
minimise the business impact of security vulnerabilities and incidents.

DS5.1 Management of IT Security
Manage IT security at the highest appropriate organisational level, so the
management of security actions is in line with business requirements.

Comment: The customer's security focus must address those processes
to which the customer is responsible: policy, standards and oDt
-y g .y y High Priorty ~ Lower Priority

guidelines. In addition, the customer must focus on the CSP's ,,, '

IT security management specific to the platform and delivery ve: :
method. il A




Sample Audit Report

» The following table summarizes the Review Area, the relevant Finding, and the corresponding Risk
Rating. The detailed description of the issue is presented in the next section of the report. It
includes detailed information describing the issue, the risks associated with the issue, and
suggested strategy to mitigate the risk.

Technology Selection | User organization has not updated the technology infrastructure plan Low
to reflect cloud computing arrangements.

Technology Selection | User organization did not create a cost benefit analysis (CBA) from Medium
going to the Cloud.

Technology Selection | Proactive monitoring of the cloud application is not performed. This is | Medium
particularly relevant for the end-user facing components of the cloud.

Technology Selection | Cloud provider contract does not include certain critical elements to High

help protect securty and privacy requirements, for e.g. non-disclosure
agreement, audit clause, does not address requirements of the state
breach notification laws. No monitoring for potential vendor failure.
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Performance of
third-party
suppliers

Sample Audit Report

SLAs are vague. Accountability for SLA monitoring within the
organization has not been established.

Medium

Performance of
third-party
suppliers

Generic user ids are used to access the cloud instances. In
addition, multi-factor authentication is not utilized for the
cloud management conscle - due to the ease of accessing
cloud instances outside the organization’s network multi-
factor authentication should be utilized.

Logical
trespassing

Business owner of the cloud has not been defined yet and
as a result, the access requests for the cloud instances do
not require formal approvals. User organization does not
have a process for a periodic independent review of users
that have access to the cloud instances.

Logical
trespassing

Metwork diagrams have not been updated to reflect
connectivity with cloud provider. As a result, last network
penetration testing did not include this as part of the scope.




Logical attacks

Sample Audit Report

Application teams curmrently manage the configuration of the cloud
firewall instead of relying on the network engineenng team.

Information Media

Exchange of sensitive data and administration of cloud
instances are done via a regular internet connection
instead of a secure channel like Secure Socket Layer
(SSL) or Secure Shell (SSH).

Database Integrity

Personally identifiable information (PIl) is stored in clear
text at the cloud provider. This is in contravention of
HIPAA/GLBA requirements.

Contract
compliance

Cloud computing vendor does not have an independent
auditor's report for e.g. a SAS70 report, a WebTrust
report, or a SysTrust report.




IS AUDIT/ASSURANCE PROGRAM

Cloud Computing

With Ready to Use Checklist in Excel



Rey Concepts to Take Away

Successful cloud implementation requires that enterprises work with legal, security and audit professionals to ensure
that the appropriate levels of security and privacy are achieved.

In mi ratingdto cloud, consider not only the cost savings but also assess the potential risks and ensure that these risks
are mitigated.

Based on the potential cost savings and risk mitigation strategy, enterprises can make better decision on what cloud
platform to choose and how these services will be offered.

Auditors should conduct BIA and risk assessments to inform business leaders of potential risks to their enterprise.

Auditors can provide independent assurance by evaluating whether the required controls have been implemented.

The challenge for auditors is to understand how cloud computing works, related risks, security and controls.

Use Global best practices like COBIT 2019 to provide Assurance and Consulting services.
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The Seven+ Seven Ps for being
Successful as a Professional and in Life

1. Passionate Action
2. Pro active Approach
3. Possibility Thinker
4. Principle Oriented
5. Potential Explorer
6. Problem Solver

7. Peaceful Mindset

1. Purpose Oriented

2. Patient Perseverance
3. Planning in advance
4. Pleasant Demeanor
5. Pragmatic Thinking
6. Positive Thinker

7. Pleasing Personality



Thank You
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